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AyTteHTudukanus

beszomnacHocth nHopmaruu

l'ocynapcrBennas
nH(pOPMAaLMOHHAs cUCTEMa

Hoctyn k undopmanuu
JocTynmHoCTh

3amura nHpOpMaIUU
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amumaemast uHGopMaus

Nnentudukanus

Nudopmarmonnas cucrema

HNudopmarimonHbie pecypesl

Wudopmannonnsie
TEXHOJIOTHH

Wndopmanus

Kontponupyemas 30Ha

KondpuaeHnuansHOCTh

O06paboTka nepcoHaIbHbBIX
JAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JeiicTBus 1O TpoBepKe MOATUHHOCTH CyOBEKTa JocTyma
B WH(OPMAITMOHHOH cucTeMe

CocrosiHME  3alIMINIEHHOCTH HWHQPOpPMAIMH, TPU KOTOPOM
o0ecrieueHbl €€  KOH(UIEHIMAIBbHOCTb,  JIOCTYIMHOCTH
U IIEJIOCTHOCTb

WNudpopmanronnas cucrema, cozaBaeMas B LEISIX pealn3aluu
MOJTHOMOYHI roCyIapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa UWHPOpMaLUel MeXIy ASTHUMHU
OpraHamH, a TaKK€ B MHBIX YCTAaHOBJCHHBIX (henepansbHbIMU
3aKOHAMU TENIX

Bo3moskHOCTh MOsTyueHust “HGOPMAIMK U €€ UCIOTb30BAHUS
CocrossHue HWHPOpPMAIMK, XapaKTEPU3yeMOe CITIOCOOHOCTHIO
TEXHUYECKUX CPEICTB U HMHGPOPMAIMOHHBIX TEXHOIOTHi
obecrieunBaTh OECHPENATCTBEHHBIH J0CTyNn K HH(OopManuu
CyOBEKTOB, UMEIOIIMX Ha 3TO MOJTHOMOYHS

3amuTta wuH(OpManuy, HampaBieHHas Ha MPeAOTBpalleHUE
NOJTY4YeHUsl 3alluiiaeMod HMHQPOpPMaLUU 3auHTEPECOBAHHBIMU
CyObeKTaMH C HapyLICHWEM YCTAHOBIJIEHHBIX HOPMAaTHBHBIMU
W TIPAaBOBBIMH JOKYMEHTaMHU (aKTaMW) WJIH 00JaaaTesiMu
uH(boOpMaAIlMU TpaB WM MPaBWI pasTpaHUUEHUs JOCTyMa
K 3alUIIaeMoi HHpOpMaIiH

Nudopmanus, sBISIOmAscS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeXAlllas 3alldTe B COOTBETCTBUU C TPEeOOBAHUSIMHU
IPaBOBBIX JIOKYMEHTOB WIH TpeOOBaHUIMH,
yCTaHaBJIMBAEMBIMU COOCTBEHHUKOM MH(pOPMAILIUH
[TpucBoenue cy0ObekTaM U 00bEKTaM J0CTYIa UACHTUPHUKATOPA
U (MIM) CpaBHEHHE TPEeNbSIBIIEMOro HUACHTU(UKATOPA
C TepeyHeM MPUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepxaiieiics B 6a3zax JaHHBIX HHGOpMAIUH
u obecrieunBaroIMX ee  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenbHBIE TOKYMEHTHI U OT/EIbHBIE MAaCCUBBI JOKYMEHTOB,
JOKYMEHTBl M MAacCHUBBl  JIOKYMEHTOB, COJep Kaluecs
B UHPOPMAITMOHHBIX ~ cucTeMax  (OMOIMOTEeKax, apXuBax,
dbonmax, 6aHKax JaHHBIX, HHPOPMAIIMOHHBIX CUCTEMAX IPYTUX
BHJIOB)

[Ipomecchl, MeTonasl mMowcKa, cOopa, XpaHEHHUs, O00pabOTKH,
IpEIOCTaBICHUS, PAcpOCTpaHeHUsT UH(GOPMAIUU U CIIOCOOBI
OCYILIECTBIICHUS TAKKX MPOIECCOB U METO/IOB

Csenenus (coobmenwus, JTaHHbIE) HE3aBHCUMO
oT ()OpMBI UX IIPEJICTABICHUS

[IpoctpanctBo  (TeppuTOopHsi, 30aHUE, YacTh  3IaHUS),
B KOTOPOM HCKIIFOUEHO HEKOHTPOJIHpyeMoe MpeObIBaHUE JIHII,
HE WMEIOIMUX IIOCTOSHHOTO WJIM  Pa30BOTO  JIOMYCKa,
Y TIOCTOPOHHUX TPAaHCIOPTHBIX CPEICTB

Ob6s3arenbHOE 111 BBITOTHEHHS JTUIIOM, TOJIYYUBLIUM JIOCTYII
K OompeaeslieHHOM HH(opManuu, TpeOOoBaHUE HE IepeaaBaTh
Takylo WH(pOpMalWi0 TpeThUM JHIAM 0e3  Ccorjacus
ee obnanaTens

JleiicTBus (orepannu) ¢ MEePCOHATBHBIMU JTaHHBIMHU, BKIIIOYAst
cOop, cUcTeMaTu3alMio, HaKOIUICHHE, XpaHEHHE, YTOYHEHUE



Omnepatop

HepCOHaJ'IBHBIe JaHHBIC

VYrpo3za 6e3omacHocTi
nH(pOpMAIUn

Y a3BUMOCTE

IlenocTHOCTD

(oOHOBIEHHE, U3MEHEHHE), MCIIOJIb30BAaHUE, PACTIPOCTPAHEHUE
(BTOM uymcne mepenady), oOe3TMYMBaHHE, OJOKHUPOBAHUE,
YHHUUYTOXKCHUC IICPCOHAIBHBIX JaHHBIX

TPOKIAHUH WIH IOPUJAYECKOS JIUIO, OCYIIECTBISIONINE
NEeSTeNbHOCTh MO JKCIUTyaTallud WH(POPMAIIMOHHON CHCTEMBI,
B TOM uucie 1Mo obOpaboTke wWHGOpMAIH, COIEpKaIIeHcs
B ee 0a3ax JaHHBIX

Jlrobast uHOpMaIUs, OTHOCAIIASACA K TMPSMO WIM KOCBEHHO
OTIPEICTICHHOMY HJIU OTpeiensieMoMy (DU3UUECKOMY JTHITY

COBOKYMHOCTh ~ YCIIOBHH W (PaKTOpOB,  CO3JAFOIIUX
NOTEHIMATbHYIO WIH peanbHO CYLIECTBYIOILYIO
OITaCHOCTD, CBSI3aHHYIO c yTEUKOU uHpopmanun

W/WIIN HECAaHKIIMOHUPOBAHHBIMH  HI/MJTM  HETIpeTHAaMEPEHHBIMHU
BO3JECHCTBUIMH Ha HEE

HenocraTox (cmaboctp) MIPOrpaMMHOT O
(TIporpaMMHO-TEXHHYECKOT'0) CPEACTBA MIIM MHPOPMALIMOHHON
CUCTEMBI B II€JIOM, KOTOPBIM (KOTOpas) MOXKET OBbITh
UCMOJIb30BaHa I peaju3aluu  yrpo3  0e30macHOCTH
UHpOpMaITUN

YceroitunBocth  MHGOpMAMKM K HECAHKIIMOHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Mpolecce o0paboTku
TEXHUUECKUMHU CpPEICTBAMH, pE3YJIbTaTOM KOTOPOIO MOXKET
ObITh YHUUTOXKEHHE U UCKaXKEHHE HH(pOpMaLuu



T'OCTP
Tlonutnka

OG6pazoBaTenpHOE
yUpeKICHUE

dCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

I'ocynapcreennslii crangapt Poccuiickon @enepannu

[Tonmutuka wuHOpManMoOHHONW Oe3onmacHocTH ['ocynapcTBEHHOrO
OIO/DKETHOTO  JIOUIKONIBHOTO ~ 00pa30BaTENBHOTO  YUPEXKICHUS
nerckuii cag Ne 85 Ilpumopckoro paiiona Cankr-IletepOypra
lNocymapctBenHOE€  OIO/DKETHOE — JIOMIKOJIIBHOE  00pa3oBaTEIbHOE
yupexxkaenne gerckud  cax  Ne 85  Ilpumopckoro  paiioHa
Cankr-IlerepOypra

OdenepanbHas cnyxoba 6e3onacHocTu Poccuniickoit deneparuu
OenepanpHas ciyx0a Mo TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHON  O€30MaCHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPAaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pykosoactByercss ['B/IOY Ne 85, a Takke opraHM3allMOHHBIX, TEXHOJIOTMUECKUX M TPOLEAYPHBIX
acmeKToB obecrieueHus1 HHOPMAITMOHHON 0€30MacHOCTH.

[Monoxkenuss  Hacrosimeir  IlomuTukun  He  pacmpocTpaHsitoTcss Ha — o0OecredeHue
MH(POPMALMOHHON 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOI 3aadeit B obOnactu mHpOpMarmonHo Oe3omacHocTr ['BJIOY Ne 85 mpusnaer
COBEPIICHCTBOBAHME MEp M CpPEACTB oOecmedeHus 3amuThl HHpopManuu uHGOPMAIMOHHBIX
pecypcoB I'BJIOY Ne 85 B kOHTEKCTE pa3BUTHUSI 3aKOHOAATENbCTBA Poccuiickoit deaepannu 1 HOpM
perynupoBanus HWHG)OPMALMOHHON NEATETbHOCTH B TEKYHIMX YCIOBUAX (PYHKIIMOHUPOBAHHS
WH(POPMAITTOHHOTO TIOJIS.

ITpu pazpabotke [1oMMTUKK YyUUTHIBAIUCh OCHOBHBIE MMPUHIIMIIBI CO3JJAHUS CUCTEM 3aILUThI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-MPOrpaMMHBIX CPEJCTB 3aIIUThl HH(POpMALIUH.

B pamkax cBoeit nesrenbHoctu 'BJIOY Ne 85 006s13yercs npeAnpuHUMAaTh BCE BO3MOXKHBIE
MepBI IS 3aIIUTH HHPOPMALIUU OT Yrpo3 0e30macHoCcTH HH(OpMaIH.

TpeboBanus wHPOPMAIMOHHOM OE30MACHOCTH, COOTBETCTBYIOT IIEJISAM JEATEIHHOCTH
I'BAOY Ne 85 m mnpenHasHaueHbl [UIsl CHUKCHMS PUCKOB, CBS3aHHBIX C peald3allMed yrpos
6e30macHOCTH MH(POPMAITUH.

[Tomutuka gqocrynHa Bcem padotnukaM ['B/IOY Ne 85 u BceM monp30BaTensiM €ro pecypcoB.

2 IEJH U 3AJJAYYA OBECHEYEHUSA THO®OPMAIIMOHHON BE3ONMACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIICHHUH

CybObexramu ripu odecrieueHnr nHopmarmonHoi 6e3onacuoctu B 'BJIOY Ne 85 sBstitores:

PabOTHUKHU CTPYKTYPHBIX MOJpa3AeNeHu (B TOM YUCIe YBOJICHHbBIE);

rpaxjaaHe, paboTarolye 1Mo J0roBopaM rpak JaHCKO-IIPaBOBOI'0 XapaKkTepa;

¢bu3znueckue muIa, NPEICTABUTEIM KOHTPAr€HTOB B pPaMKax HCIOJHEHUS JIOTOBOPHBIX
00s13aTENbCTB;

¢dbusnueckue nuna, nogasmue oopamenue B aapec ' bJIOY Ne 85;

IOpUAMYECKUE JIUIA, B paMKaX HCIIOJIHEHUS JIOTOBOPHBIX 003aTENbCTB UM BO UCIOIHEHHUH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbcTBa Poccuiickoit deneparuu;

OpraHbl FOCYJapCTBEHHOM BJIACTH.

O0bexTbl THPOPMALMOHHBIX OTHOIIEHHUH

O6bexkTaMu UH(GOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

uHpopmauuonnslie pecypesl 'BJIOY Ne 85;

rOCyJapCTBeHHble  MH(POpPMaMOHHbIE cucTeMbl  OmeparopoM  KOTOPBIX  SIBJISETCS
I'BAOY Ne 85;

nporecchl 00paboTku HMHpopMmanuu B HHpopManuoHHBIX cucremax ['BJIOY Ne 85,
UH(POPMAIIMOHHBIE TEXHOJOTWH, pErjaMeHThl M Mpolenypbl cOopa, o0O0paOOTKH, XpaHEHHS
U niepeaadr nHpopmanuu;

uHpopManmoHHasi HUH(PACTPYKTypa, BKIIOYAIOIIAs CUCTEMBl O00pabOTKH, XpaHEHUS
W aHajM3a WH(OpMAIMH, TIPOrPaMMHBIE U IIPOrPaMMHO-aMIapaTHbIE CPEJICTBA, B TOM YHCIIE KaHAJIBI
CBSI3U U TEJIEKOMMYHUKALIUH;

CUCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTHI U TTOMEIIEHUS, B KOTOPBIX pa3MeIEHBI
cpeacTBa 00paboTKU MHPOPMALUH.

Ienu obecnieyeHust UHGpoOPMANUOHHOI 0€30NMACHOCTH

OcHoBHOI 1enbro obecrieueHust nHopmarmonHoi OezomacHoctd ['BJIOY Ne 85 aBnstorcst
JICWCTBUSL HANpaBJICHbl Ha JIOCTM)KEHUE 3aIIUThl CYOBEKTOB HMH(OPMAIIMOHHBIX OTHOUICHHUH OT
BO3MOXXHOT'O HAHECEHHsI WM MAaTepHaJbHOro, (H3NYECKOr0, MOPAIBLHOTO WM WHOrO yiepoa,



MOCPEACTBOM  CIYYaHOrO  WJM  NIPEeJHAMEPEHHOro  BO3JEUCTBUA  HAa  HMH(OpMAIHIO,
B TOM YHCIIE!

obecrieueHus OTKa30yCTOWYUBOIO (YHKIIMOHUPOBAHUS MIPOrpaMMHBIX
u anmapaTtHo-iporpaMMHbIX cpeacTB ['BJIOY Ne 85 u mpenocTaBisieMbIX CEpBUCOB;

COONIIO/IGHUS TPaBOBOI'0 PEXKKMMa UCIONB30BAaHUS MACCHBOB M CpPEACTB 00palbOTKH
uH(popMaLnu;

MPEeOTBpAIICHUS] peanu3aluy  yrpo3 0e30MacHOCTH HWHGOpManuu TpHU  OCYIIECTBIECHUU
nesteapHocTd 'BIOY Ne 85.

3agaun obecneyeHnst HH(POPMAMOHHOI 0e30NACHOCTH

Jloctmkenue 1ieneit odecnedeHus HHGopMaImoHHOW 6e30MacHOCTH M CBOMCTB MH(GOpMAIINH,
I'BJAOY Ne 85 pemaercs cneayrOmMH 3a/1a4aMu ;

3alIMTHI OT HECAHKIIMOHMPOBAHHOTO JIOCTYINA K HH(POPMAIIMOHHBIM pecypcam;

pasrpaHuyeHus] JOCTyIa Mojb30BaTeNell K MH(OOPMAIMOHHBIM, alllapaTHbIM, IPOrpaMMHBIM
Y MHBIM pecypcam,

pEeTUCTpalliii ¥ TEPUOIUYECKOro KOHTPOMNS JEHCTBHI Tmoib3oBaTenell mpu oOpaboTke
3alUIIaeMoil HHPOpPMAaIMK U MEPUOJUYECKUN KOHTPOIb KOPPEKTHOCTH UX JCHCTBHIA;

KOHTPOJIS LIETIOCTHOCTU CpE/Abl HCIOJNHEHHs] MPOrpaMM M €€ BOCCTAaHOBJIEHUE B Cllydae
HapyIlIeHNUS;

oOecrieueHuss ayTeHTU(DHUKAIMM W HUACHTU(PUKAUM  TOIH30BATENCH, y4aCTBYIOIIUX
B MH(OPMAITMOHHOM OOMEHE;

obecrieueHus UCIIPABHOCTH MPUMEHSIEMbIX B MH(OPMAITMOHHBIX cucreMax
I'BAOY Ne 85 cpencts 3amuThl HHPOPMALINY;

CBOEBPEMEHHOTO BBISBJIIEHHE HWCTOYHUKOB yrpo3 Oe3omacHOCTH HWHGOpPMALKU, MTPUYUH
U yCIOBHH, CIOCOOCTBYIOIIMX  HAHECEHHIO  yliepba  3aMHTEPECOBAHHBIM  CYObEKTaM
WH(POPMAITMOHHBIX OTHOIIIECHU;

CO3/IaHHEM CIY:KObl MOHMTOPHHIA M pearupoBaHMsI HA Yrpo3bl 0€30MacHOCTH HH(OpMAIUH
Y HETaTUBHbIE MTOCIIECTBU;

CO3/IaHUEM YCIIOBUH UI1 MUHMMM3AIMH HAHOCUMOTO yIiepOa HelmpaBOMEPHbIMH JAEHCTBUIMU,
W YyCTpaHEHHUE MMOCIeACTBUI HapylieHus: nHpopMaimonHoi 6e3omacHoctd B 'BJIOY Ne 85.

Pemenue BoimenepeunciaeHusix 3a1a4 B I'BJIOY Ne 85 ocymiecTBisiercs mocpencTBoM:

yudeTa Bcex MOAJIeKAIUX 3alluTe HTHPOPMAIIMOHHBIX PECYPCOB;

KYpHAITMPOBAHUSI AIEUCTBUIN MEPCOHANA, OCYIIECTBISIONIEr0 00CTyKUBaHUE U MOTU(DUKALIUIO
MIPOrPaMMHBIX ¥ TIPOrPaMMHO-ANNaPaTHBIX CPEICTB HH(HOPMAITMOHHBIX CUCTEM;

perJamMeHTanuu mpoueccoB o0paboTku uHpopMmaiuu, aeiictsuil padornukos I'BJIOY Ne85,
OCYILIECTBISIOLINX SKCILTyaTallMI0 MPOrPAMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEJCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3AI[MOHHO-PACTIOPSIUTENLHBIX JOKYMEHTOB I10 3alIUTe WH(OpMaIInu;

Ha3HAYEeHUS U MOArOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALMIO U OCYIIECTBIICHUE
MEpONPHUSITHH 10 obecrnieueHnto nHpopmanronHou 6e3omacHoctu B 'BJIOY Ne 85;

HaJeNeHUs] KaXIoro pabOTHMKAa MHUHUMAIBHO HEOOXOIMMBIMH TpaBaMu Mpu padboTe
B MH(POPMAITMOHHON MHPPACTPYKTYpPE COINIACHO X JOIKHOCTHBIM 00s13aHHOCTSIM;

coOuro/IeHns BceMH pabOTHUKAMU, SKCILTYaTUPYIOIUMU M O0CITYKHBAIOUIMMH MIPOrPaMMHBIE
W TOporpaMMHO-ammapartHble  CpelNCcTBa, TPeOOBaHUW  OPraHHU3AIMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecriedyeHns HHPOPMAIMOHHONW 0€30acHOCTH;

MEePCOHAIbHON OTBETCTBEHHOCTBHIO KaKJOT0 pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKaxX CBOUX (PYHKIIMOHAIBHBIX OOS3aHHOCTEH B IMpoIlleccax aBTOMATU3MPOBAHHON 00pabOTKH
nH(GOPMALIUU ¥ UMEIOMIETO JOCTYII K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3anue TEXHOJIOTHYECKHUX IMPOIEecCOB 00paboTku WHOOpMAIIMU C HCHOJIb30BaHUEM
KOMIUIEKCOB ~ OPTraHU3allMOHHO-TEXHUYECKUX Mep 3allUThl IPOrpaMMHOr0  oOecreueHus,
MIPOrpaMMHO-aIllapaTHBIX CPENICTB;

OPUHATHS Mep M0 o0ecrneueHuIo (PU3NYEeCKON LEJOCTHOCTH MPOrpaMMHO-annapaTHIX
CpeAcTB MH(POPMALMOHHBIX CHCTEM M MOJJCPKAHMEM HEOOXOJMMOrO YPOBHS 3alUILEHHOCTH
KOMITOHEHTOB;

UCIOJIB30BaHUS MPOrPAMMHBIX M MPOrPAaMMHO-AIIAPaTHBIX CPEACTB 3alUThl MH(POpPMALUH



obopabarsiBaeMoM B ' BJIOY Ne 85 u anMUHUCTpaTUBHON MOAAEPKKON UX UCIIOIH30BaAHUS;

KOHTpOJIA ~ COONMIOJIEHUST  TOJNb30BaTeNsIMU  HMH(DOPMAIIMOHHBIX  CHCTeM  TpeOoBaHU
1o obecreyeHno HHPOPMAITHOHHOM 0€30MaCHOCTH;

MpoBeJIcHHS aHau3a d(H(HEKTHBHOCTH MPUHATHIX MEp 3aIIUTH HH()OPMAITUU B TIPUMEHSIEMBIX
cpencts 3amuThl HHPopmaruu B 'BJIOY Ne 85;

pa3paboOTKu W peanu3aluu TPEUIOKCHUH T0 COBEPIICHCTBOBAHUIO CHUCTEM  3aIlUTHI
nndopmaruu B 'BJIOY Ne 85.

3 MPUHIMUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOMN BE3OINACHOCTH

Ob6ecrieuerrie MHPOPMAIIMOHHONW 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CIICAYIOIIMMH OCHOBHBIMH MTPHHIIUTIAMH:

IIpyuHIMN 32aKOHHOCTH

[Tpu BBIOOpE MepoONpHATHN MO 3amuTe WHPOPMALMH, JTODKHO COONIONAThCS JEHCTBYIOIIEE
3aKoHOAaTeNnbCcTBO Poccuiickoit @eneparuu B cepe 3auThl HHGOpMAIUH.

Bce paboTHMKM TOKHBI UMETh NpPEJCTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a MpaBOHAPYIIEHUs
B cdepe 3amuThl MHGOpMaiuu. IIporpamMHo-anmnapaTHele cpeicTBa, npumensemsie B ['BJIOY
Ne 85, HOmMKHBI WMETh COOTBETCTBYIONIME JIMIICH3WH, OQHIHMAIBHO MNpHOOpeTaThcs Yy
npeacTaBuTeneil pa3paboTUNKOB ITUX CPEJCTB WM SBIATHCS UHTEIIEKTYaJIbHONH COOCTBEHHOCTHIO
I'BAOY Ne 85.

IpuHIMI CHCTEMHOCTH

IIpu co3naHuyM cUCTEMBI 3aIUThI JOKHBI YUUTBIBATHCS aKTyallbHbIE YTpO3bl 0€30MaCHOCTH
nH(pOpMaLMU, BO3MOXKHbIE OOBEKThl M HAIPABICHUS aTaK Ha HEE CO CTOPOHBI HApYIIUTENEH.
Cucrema 3amuTBl JOMDKHA CTPOUTBCS C YYETOM HE TOJNBKO HM3BECTHBIX KaHAJIOB YTEUKU
nH(pOPMALMU, HO U C Y4ETOM BO3MOXHOCTH IIOSIBJICHHS] HOBBIX YS3BUMOCTEH B NPOrpaMMHOM
obecrieueHuu.

IpuHIMI KOMIJIEKCHOCTH

KomrekcHoe HCmob30BaHUE CPEACTB 3allUThl WH(OpMAIMH MpearonaraeT CorilacoOBaHHOE
IPUMEHEHHE NPU OCTPOCHUH LIETOCTHOW CHCTEMBI 3allUThI, IEPEKPBIBAOIIEH BCe CYLIECTBEHHBIE
yrpo3sl 0e3omacHocTH HMHGpOpMalWU. 3aluTa JOJMKHA CTPOUTHCS SIIETOHHUpOBaHO. DPu3nmveckas
3alUTa J0JIKHA 00eceunBaThCs (PU3NUECKMMHU CPEICTBAMU M OpraHU3allMOHHBIMU MEpaMHu.

[Tpu mocTpoeHnu, BHEAPEHUHU U HKCIUTyaTallMM CUCTEMBI 3allUThl HH(OPMALMU PYKOBOICTBO
I'BAOY Ne 85 obGecrieunBaeT ycioBusi aas 3GGEKTHBHOW KOOpJIMHAIMK JEHCTBUN BCEX IIHII,
o0ecreynBarIX HHPOPMAITMOHHYIO O€30MacHOCTb.

IIpuHUMN cCBOEBPEMEHHOCTH

Pazpabotka cucTeMbl 3alIUThl MHPOPMALMU JODKHA BECTUCH MapauIeNbHO ¢ pa3paboTkon
U WHPOPMAIMOHHOW  CHCTEMBL. OJTO  TIO3BOJNUT  ydecTb TpeOoBaHUs  0O€30macHOCTH
IpU TPOEKTUPOBAHUM APXUTEKTYpbl U, B KOHEYHOM cYeTe, co3JaTh Ooiee 3(QeKTUBHbIE
MH(pOPMALIMOHHBIE CUCTEMBI, 00JIaJJAl0IIUE TOCTATOYHBIM YPOBHEM 3aLUILIEHHOCTH.

IIpuHIUI NpeeMCTBEHHOCTH

ITocTossHHOE COBEPILIEHCTBOBAHUE MEpP U CPEICTB 3allUThl HH(OpMAIMM Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX peIIeHUl, KaApoBOro COCTaBa, aHaIu3a
(GyHKIMOHUPOBAaHUS MH(POPMAIMOHHBIX CHCTEM M CHCTEMBI €€ 3alllUThl C YY€TOM H3MEHEHHIt
B METOJaX M CpeAcTBax IepexBaTa HH(POPMALMK, HOPMATHUBHBIX TpeOOBaHMH IO 3alIUTe
uH(pOpMaLUH.

IpuHIUI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaT Ha oOecrieueHre NHPOPMAIIMOHHON 0€30MaCHOCTH U IIEHHOCTH
UHQOPMAIIMOHHBIX PECYpPCOB Ha BEIMYMHY BO3MOXKHOI'O ymiepba OT MX pasIJialleHus,
YHUYTOXKEHUS U UCKaKeHUs. VIcroap3yeMble Mephl U CPEICTBA 3alIUTHl MHPOPMALUU HE JOJKHBI
YXYIIIaTh 3prOHOMHUYECKUE IT0KA3aTeIN KOMIIOHEHTOB HH()OPMAIIIOHHBIX CUCTEM.

IIpyHIMI 0TBETCTBEHHOCTH

BosnoxxeHue OTBETCTBEHHOCTH 3a oOecrieueHne 0e30macHOoCTH MHPOpPMAaIuu U ee 00paboTKu
Ha KaXI0ro padOTHHKA B TIpeAenax ero IMOJHOMOUYWH. B COOTBETCTBMM C 3THM NPHHIIAIIOM



pacmpeieneHde npaB U O0S3aHHOCTEH PAOOTHUKOB CTPOMTCS TaKMM 0Opa3oM, 4TOOBI B Ciydae
JA1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.

IpuHuMND 000CHOBAHHOCTH U TEXHHMYECKOH pean3yeMocTH

NudopmarimorHble TEXHOIOTHH, TPOrPaMMHBIC M ITPOIPaMMHO-aNTapaTHbIC CPEJICTBA, MEPHI
3amuThl UHGOPMAIUU JIOJIKHBI OBITh pEaM30BaHbl MO COBPEMEHHBIM PEIIEHUSM, O00OCHOBAHBI
C TOYKHU 3pEHUS JOCTMXKCHHUS 33/IaHHOTO YPOBHS 3aIUIICHHOCTH HH(POPMAIMH M 3KOHOMHYECKON
11eeco00pa3HOCTH, a TaKKe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TpPeOOBaHUSAM
1o 6e30MacHOCTH UH(OPMAIIHH.

Ipunuun npogeccuonaanzma

Peanmzamust Mep 3amuThl WHGOpPMAMH M DKCIUTyaTallUsl CPEICTB 3allUThl WH(OOpMAITUN
JIOJ>KHA OCYIIECTBIATHCS PO(ECCHOHATBHBIMY CIIEIUATNCTAMU.

[IpuBieueHue cnenuan3upPOBAaHHBIX OPTAHU3AINKA K pa3paboTKe CPEICTB U peaan3aluu Mep
3aMUThl HHPOPMAIIMH, TOATOTOBJICHHBIX K KOHKPETHOMY BHY JCSITEIBLHOCTH IO OOCCIICYCHHIO
0e30rmacHOCTH MH(POPMAILIMOHHBIX PECYPCOB, UMEIOIIMX OMBIT MPAKTHUYEeCKONH paboThl U JIMLEH3UH
Ha TIPaBO OKa3aHUs yCIYT B 3TOM 00IacTH.

IpuHIMT MUHUMHA3AIUN TPUBHJIETHIi IOJIb30BaTeNel

ObecrieyeHre noab30BaTENEH MPUBHIETUSIMI MUHUMAIIBHO JOCTaTOYHBIMU JJIsl BBIITOJIHEHUS
HMH CBOUX JOJKHOCTHBEIX oOsi3aHHOCTel B 'BJIOY Ne 85.

4 OCHOBHBIE TPEBOBAHMUA 110 3AINUTE UHO®OPMALIIMHU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl MHGOPMAIMU JODKHA TPEIyCMAaTPUBATh KOMILIEKC OpraHU3allMOHHBIX,
MPOrpaMMHBIX U MPOTrPaMMHO-ANIAPATHRIX CPEJCTB U MEp MO 3amuTe WHpOpMaluu B mpolecce
ee 00paboTKH.

BrinonHenune TpeGOBaHUI OCTUTAETCA 32 CUET pean3aliy Ha 00beKTax MH(pOpMaTH3AIUU
Mep 10 3aIuTe HHPOpMaIuH:

UICHTUPUKAIMY U ayTeHTU(QUKAUKU CYOBEKTOB J10CTYIAa U OObEKTOB JOCTYIIA;

YIpaBIEHUIO AOCTYIIOM CYOBEKTOB JJOCTYIA K 00bEKTaM JIOCTYTa;

OrPaHUYEHUIO IPOrPAMMHON CPEJIbI;

3alUTE MAIIMHHBIX HOCUTENEH EePCOHANBHBIX JaHHbIX;

peructpanuu coObITUH OE30MacCHOCTH;

AHTUBHUPYCHOU 3aILUTE;

O0HapYKCHHUIO BTOPIKCHU;

KOHTPOJITIO (aHAIN3Y) 3alIUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX;

00ecIeYeHu o0 1IeTOCTHOCTH MH(POPMAITMOHHON CUCTEMBI U IIEPCOHATIBHBIX JAHHBIX;

00ecIe4eHnI0 JOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3aIUTHI CPEbl BUPTYaIU3allUu;

3aIUTBl TEXHUYECKUX CPENICTB;

3alIMThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepelavyn JaHHBIX;

BBISIBJICHUIO MHIIM/IEHTOB U pearupoBaHue Ha HUX;

ylnpaBieHHI0 KOHQHUrypauued UHGOPMAIMOHHON CHUCTEMBl M CHCTEMBbl  3allHUThI
[IEPCOHAJIbHBIX JaHHbIX.

I'BAOY Ne 85, kak oOnagarens wuHGOpPMAIMM OTPAaHUYEHHOTO JOCTyMHa, MpH
OCYILIECTBIICHMH CBOUX MPaB 003aHO:

coOMI0IaTh TpaBa M 3aKOHHBIE HHTEPECHI MHBIX JIUI;

MPUHUMATh HEOOXOMMbIE MEPBI 10 3aIUTE HHPOPMALUH;

OrpaHWYMBATh JOCTYyNl K UH(OpManuu, eciau Takas OOS3aHHOCTh  YCTaHOBJIEHA
3aKOHOaTeNbCTBOM Poccuiickon denepanuu.

B tom umcie I'BJIOY Ne 85, BmpaBe eciu MHOE HE MPEAYCMOTPEHO 3aKOHOJATEIHCTBOM
Poccuiickoit ®denepannu:

pasperarh Wik OrpaHMYUBaTh JOCTYI K MH(POPMAIIUH, OTIPENIENIATh MOPSAAO0K U YCIIOBHS TAKOT O
JIOCTYIIa;

UCIOJIb30BaTh HH(POPMAIINIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHHUIO;



nepenaBaTh MH(OpPMaLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccuniickon denepanyi OCHOBaHUY;

3alMIIaTh YCTAaHOBJICHHBIMU 3aKOHOJATenbcTBOM Poccuiickoit @enepanuu crocodamu cCBOU
IpaBa B Cllydae HE3aKOHHOI'0 MOJYy4YeHUS HMH(POpPMALMU WIA €€ HE3aKOHHOI'0 HCIOIb30BaHUS
WHBIMH JIUIIAMU;

OCYILIECTBIISITh WHBIE JACHCTBHS € HMH(OpMAIMeld WIM pa3pemarbh OCYIIECTBICHHE TaKUX
NeUCTBUM, eclu OSTU JeHCTBUS He MpoTUBOpevyaT (deaepaiabHbIM 3aKOHAM U JIPYyrUM
HOpPMaTHUBHO-MIPABOBBIM akTaM Poccutickoit denepanum.

3ammra MHQOpPMAIMM  OTPAaHMYEHHOr'O0  JOCTyHa MpeACTaBIseT CcoO0OM  NpUHSATHE
OpPTraHU3allMOHHBIX U TEXHUYECKUX MEp, HAlpaBJICHHBIX HA:

coOmro/iene KOH(MOUISHIIMATLHOCTH HHGOpMaNuK (MCKIIOUYEHUE HEMPAaBOMEPHOIO JIOCTYIIA,
KONUPOBaHUs, IPEOCTABJICHHSI I PACPOCTPaHEHUs HH(GOPMAITUH ),

obecrieueHne 1eIOCTHOCTH HH(popMauy (MCKITIOUEHHE HEPaBOMEPHOTO YHUUTOKEHUS
uiu MonuduIupoBanus HHGOpMAITUN);

peanu3aluio npaBa Ha JOCTYI K MHPOpMauH (UCKII0YEHHE HETPaBOMEPHOro OJIOKUPOBAHUS
nH(pOpPMaLINN).

CpencrBa 3amuThl MHGOPMAMU BHEAPSIOTCS MO pe3yiabTaTaMm IMPOBEJCHHS OLIEHKH PHCKOB
MH(pOPMALIMOHHOM 6€30MaCHOCTH.

Opranun3anus 3aiUThl THPOPMALHMHU

[Ipu opranmzanmmu B I'BJIOY Ne 85 3amutel wHGOpMaNuM, JOJDKHBI BBITOIHITHCS
TpeboBanuss @DenepanbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «OO6 wuHpopmaium,
MH(POPMALMOHHBIX TEXHOJIOTHAX M O 3allUTe MH(POpPMAIUMN», KOTOPBIE PEryJIHUPYIOT OTHOIICHUS,
CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHEM U MPEKpaILIEHUEM pPeKUMa 00padOTKH 3aluIiaeMoi HHpopMaluu.
B Tom umcne tpeGoBaHus O 3amuTe MHGOPMAIMM, HE COCTABISAIOUICH T'OCYIAPCTBEHHYIO TaiiHY,
coJieprKalieiics B TOCYyAapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMAaxX YTBEPXKICHHbIE MPUKA30M
OCTOK Poccum ot 11.02.2013 Ne 17 «O06 yrBepxkaeHHH TpeOOBaHWN O 3amuTe HWHGOpMAIIHH,
HE  COCTaBJIOIIEH  TIOCYAApCTBEHHYIO  TaliHy, COJEpXkalleldcs B  TIOCYAapCTBEHHBIX
MH(POPMALMOHHBIX CHUCTEMax» JUIS TOCYAAPCTBEHHBIX HH()OPMAIIMOHHBIX CHUCTEM IO KOTOPBIM
I'BIOY Ne 85 saBnsierca OnepaTopoMm.

BIBAOY Ne 85 moMuMo peanu3allid OCHOBHBIX Mep 3allUThl  HH(pOpManuu
OCYILIECTBIISAETCS:

perynspHas OLEHKa U  YOpaBleHHWE puckamMu HHG(OpManuoHHONM  0Oe30MacHOCTH
B COOTBETCTBHUH C YCTAHOBJICHHBIMU IPOLIEypaMy B 00JIACTH YIIPABICHHS PUCKAMU;

nH(POPMHUPOBAHUE, o0yueHue U MOBBILIEHHE KBaJTH(PUKAIIUA pabOTHUKOB
I'BOY Ne 85 B chepe nndopmanmonHol 6€30MaCHOCTH;

MeTOoAMYecKass MOMOIIb pabOTHHKaM B BoOIpocax obOecnedeHus HHPOPMAIMOHHON
0e30IacHOCTH;

aHaJIM3 U MMOMCK BO3MOYKHOCTEHN O MOBBILICHUIO YPOBHS 3alUIIIEHHOCTH UH()OPMALIUH.

s opranuzanuu 3amuthl uHGopmanuu, ['BJIOY Ne 85 BmpaBe mpuMmeHSTH cpencTBa U
METO/Ibl TEXHUYECKOM 3alUThl, IPEANPUHUMATh APYTUe, HE MPOTUBOPEYAIINE 3aKOHOAATENbCTBY
Poccuiickoii enepannu, Mepsbl.

B pamkax oOecrnieueHus 3amuThl UHPOPMALIUY, B paMKaX TPYIOBBIX OTHOIIEHUNH HEOOXOAUMO
03HAaKOMHTb O] POCIIHCH PaOOTHHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUU OTPAaHUYEHHOIO JIOCTYIIA,
HEO0OXOUM JUIsl BHIITOJIHEHUSI UMH CBOUX JOJKHOCTHBIX OOSI3aHHOCTEH, ¢ IepeyHeM HH(OopMalnuu
OrpaHUYCHHOT0 ocTyma, u MpuHATHIMUA B ['BJIOY Ne 85 mepamu 3anuTel nHGOpMaIIUH.

Oco0eHHOCTH 32N THI NEPCOHATBHBIX JAHHBIX

[Ipu opranmzanmm o0pabotkn B I'BJIOY Ne 85 mepcoHanbHBIX AaHHBIX HEOOXOAUMO
PYKOBOJACTBOBaThCsl TpeOoBaHusiMu DexepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3
«O nepCoOHANbHBIX JIAHHBIX.

[lepeuens Mep, BhionHEHHE KoTopbix obecrieunBaeT ['BJIOY Ne 85 B xauecTBe omeparopa
MEPCOHANIbHBIX JaHHBIX, TOJKEH BKJIIOYATh:



HazHauenne B ['BJIOY No 85 orBeTcTBEHHOro 3a opraHu3aiuio 0OpabOTKH MEPCOHATBHBIX
JTAHHBIX;

pa3paboTKy JOKYMEHTOB, OMPECISIONINX MPaBUia B OTHOIIEHUU 00paOOTKU MEPCOHATBHBIX
naHHbIX B ['B/IOY Ne 85, okabHBIX aKTOB 110 BOIpOcaM 00pabOTKH MEPCOHATbHBIX IaHHBIX ;

IPUMEHEHHE OpPraHU3alMOHHBIX M TEXHHYECKUX Mep Mo obecneueHuro 0e30IacHOCTH
MEPCOHANBHBIX JIaHHBIX B COOTBETCTBUU cO craTheil 19 denepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaTBHBIX TaHHBIXY;

BBINOJIHEHHE TPEOOBAHUHN IO COCTABY M COEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp
o obecneuyeHuto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTke B MH(OPMALMOHHBIX
CHCTEeMax MEepCOHANBHBIX JaHHBIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpKICHMM COCTaBa W COAEP)KAHUS OPraHU3alMOHHBIX M TEXHUYECKUX Mep IO
obecrie4eHnI0 0e30MacHOCTH NEPCOHATBHBIX JAHHBIX NMPU UX 00paboTke B WMH(GOPMAIMOHHBIX
CHCTEMax TepPCOHANBHBIX JaHHBIX);

OLIEHKY Bpe€Aa, KOTOpbIH MOXeET OBbITh IMPUYMHEH CYOBEKTaM IEpPCOHAIbHBIX JAaHHBIX
B cinyyae HapymeHus PenepanmbHoro 3akoHa Ne 152-@3, cooTHomIeHME YyKa3aHHOTO Bpeja
Y MPUHUMAEMBIX ONEPaTOPOM Mep, HalpaBJIEHHBIX Ha OOECII€YeHHE BBITIOJTHEHUSI 00S3aHHOCTEH,
peIycMOTpeHHBIX DenepabHbIM 3akoHOM Ne 152-D3;

o3HakomsieHue pabotHukoB I'B/IOY Ne 85, HemocpeacTBEHHO OCYIIECTBISIONIMX 00paboOTKy
IIEPCOHANBHBIX  JTAHHBIX, C IIOJOXKEHUAMM 3akoHomarenscTBa  Poccuiickoi  Penepanuu
O MEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCI€ TPEeOOBAHUSAMH K 3alllUTe MEPCOHAIBHBIX JAHHBIX,
JOKyMeHTaMH, onpeaenstomumu  TpeboBanus I['BJIOY Ne 85 B orHOomeHuun 00paboOTKU
MIEPCOHANBHBIX TaHHBIX U 00yUeHHE, TPU HEOOXOJJMMOCTH, YKa3aHHBIX PaOOTHUKOB.

OOGecnieuenne 0€30MaCHOCTH MTEPCOHATBHBIX JTAHHBIX JOCTUTACTCS, B YaCTHOCTH

OIpelelieHueM  Yrpo3 M Hapymurtenaed  0€30MacHOCTHM  MEPCOHANbHBIX  JaHHbBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX;

ONpENeNIeCHNEM  YpPOBHS  3AIIUIICHHOCTH TIEPCOHANBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ TpedoBanusimMu [locranosnenus [IpaButenbcTBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119
«O06 yrBepkaeHMM TpeOOBaHMM K 3alIMTE€ NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke
B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX ),

IPUMEHEHUEM MPOLIECJIINX B YCTAaHOBJIEHHOM MOpPSAIKE MPOLEIypPY OLEHKH COOTBETCTBMS
CpPEZACTB 3aIIUThI UH(OpMAIHH;

OlIeHKOW 3()(HEKTUBHOCTH NMPUHUMAEMBIX MEp I10 3allUTe IMEePCOHATBHBIX JaHHBIX J0 BBOJA
B HKCIUTyaTaluio HH(HOPMALIMOHHOM CUCTEMBI IEPCOHANBHBIX IaHHBIX;

BOCCTAQHOBJICHUEM IEPCOHAIBHBIX JAAHHBIX, BCIEACTBUE MOIYYECHUs HECAHKIIMOHMPOBAHHOIO
JOCTyTa K HUM;

YCTQHOBJICHMEM IpaBWJl  JOCTyNa K MEpCOHAIbHBIM  JIaHHBIM, 0OpabaThIBacMbIM
B MH(OpPMAIIMOHHBIX CHUCTEMax IMEPCOHAIBHBIX JAHHBIX, a TaKkKe OOECIeYeHHEM pEerucTpanuu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B WH(OPMALIMOHHBIX CHCTEMaxX
MIEPCOHANBHBIX JTAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMH MEPaMH 10 3alUTe MEPCOHATBHBIX JTAHHBIX U ONPEIEIEHHOr0
YPOBHS 3alllMIIEHHOCTH HWH(POPMALMOHHBIX CHCTEMaxX IMEpPCOHAIBHBIX JaHHBIX B Ipolecce
ee dKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUSA K ITPOHECCAM OBECIIEYEHMUA
WH®OPMAIIMOHHOM BE3OITACHOCTH

MeTtoaunueckoe pyKOBOJICTBO, pa3padOTKy pelIeHUH Mo 3aliuTe HHPOPMAIH, COTIaCOBaHUE
BbIOOpa CPEACTB BBIUUCIUTENBHON TEXHUKH, MPOrPAaMMHBIX M MPOrPaMMHO-AMIMapaTHBIX CPEJICTB
3amuUThl WH()OpMAIMK, OPTaHU3AIHMI0 PAa0OT MO BBHISBICHUIO BO3MOXKHOCTEH W MPEIyNpekKICHUIO
YTEUKH ¥ CBOWCTB 3alllMIaeMod HWHQOpMaIlMu, aTTeCTalMi0 OOBEKTOB HWH(OpMATHU3ALNHI
OCYILECTBJISIIOT KOMIIETEHTHBIE CTPYKTYpHBIe oapazaeneHus ['bIOY Ne §5.

Pusnueckas 6e30MaCHOCTH

[IpuHsATHIE OpraHn3alMOHHbIE U TEXHUYECKHE Mephl o 3amuTte nomemenuid ['BJIOY Ne 85,
CEepBEpHOr0 M KOMMYTAIlMOHHOTO OOOpYAOBaHUsS, aBTOMAaTH3UPOBAHHBIX pPabO4YUX MECT



nosib3oBaTeneit nHpopmarmonHsix cucteM ['BJIOY Ne 85 obecrieunBaroT peanu3aluo CIeIyoImx
Mep IO:

pasrpaHudeHuio jocrymna paborHukoB B nomenieHuss 'BJJOY Ne 85 B coorBercTBHM C HX
MTOJTHOMOYHSIMH U JTOJIKHOCTHBIMU 00S13aHHOCTSIMU;

peructpauuu (HakToB BXOAa paOOTHUKOB B TOMEIIEHHMS B KOTOpPBIX Belercs oOpaboTka
MEePCOHANIBHBIX JTAHHBIX;

KOHTpOJUpyeMoMy TpeObiBaHui0 moctopoHHux jui B ['BJIOY Ne 85 B momemienus, B
KOTOPBIX BeaeTcs o0paboTka MH(GOpMaIMM OTPaHHMYEHHOTO JOCTyHa M Pa3MEIICHbI anmapaTHbIe
cpeacTBa HHPOPMAITMOHHOM CUCTEMBI;

OpTaHM3AIMH PEKUMA KOHTPOIHPYEMOT0o BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(OpMAITHH.

[MTomemenuss I'BJIOY Ne 85 nomkHBI OBITH 00OPYIOBaHBI JIETEKTOPAaMH OTHS W JIbIMA,
OTHETYIIUTEISIMUA, CPEACTBAMU OXPAHHO-TI0’KAPHOM CUTHATU3ALIUH.

[lopraTBHBIE TEXHMYECKHE CpEJICTBA HE JODKHBI  OCTaBaThCs 3a  Ipeleraamu
koHTponupyemont 30HbI [ BJIOY Ne 85 6e3 koHTpOst co croponbl pabotHrKoB ['B/IOY Ne 85.

Be3onacHocTs Ha paGodyem mecTe

3anperiaercss BECTH 3allUCh Mapojieil B OTKPHITOM BHUJAE Ha MaTepUaIbHBIX HOCHUTE,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIAMEHTUPOBAHHBIX METOJ OB XPAaHEHUS.

JIOKyMEHTbl M HOCHTENU ¢ WH(OpManueld OrpaHHMYEHHOTO JOCTYIAa AOJKHBI YOMpaThCs
B omnedaThiBaeMble Mecta (ceiidpl, mKkadpbl W T.I.), OpU  yxoae ¢ pabodero mecra.
Ha aBromaTtu3upoBanHom padodem Mecte Ilomb3oBaTens pabouasi ceccusi TODKHA OBITh MTPEpBaHa,
pabouunii cronm 3a0mokupoBaH. Bxona monb3oBaTenss B CUCTEMY HE JODKEH BBIMOIHATHCS
aBTOMATHUYECKH.

JlokyMeHTBI, cojepxkalue HH(POpPMALUI0 OrpaHUYEHHOrO0 JIOCTYMA, JIOJDKHBI — Cpasy
U3bIMAThCS U3 TeyYaTalomuX YCTpoHcTB. Jlig yTunmszanuu KOH(PHUAECHUIUATbHBIX JOKYMEHTOB,
JIOJIKHBI  MICTIOJIb30BAThCSl YHUUTOXKHUTENU JIOKYMEHTOB HE HUWKE 4 YpOBHS MO CTaHAAPTY
0€e3011acHOCTH, IPUMEHIEMOMY K YHUUTOXKUTEISIM IOKYMEHTOB.

[Ipn wucnonb30BaHMM MOOWIIBHBIX TEXHHUYECKUX CpPEICTB HEOOXOJUMO CcOOII0aaTh
JOTIOJTHUTENbHBIE MEPhl MO PEeryIaMEHTAIlMM ¥ KOHTPOJIIO HCIONb30BaHUS B WH(OpMAIMOHHON
CUCTEME MOOUJIbHBIX TEXHUUYECKUX CPEJICTB.

Haxoxnenune mnpencraBuTeneil IOPUAMYECKUX JIML B pPaMKaxX MHCIOIHEHUS JOTOBOPHBIX
00513aTeNbCTB B IIOMEIIEHUSX B KOTOPBIX BeJeTcs o0paborka uHGOpPMALKUK OrpaHMYEHHOTO
JocTyna HH(OOPMAIIMOHHON CHCTEMBI, BO3MOXKHO TOJBKO B CONMpOBOXIeHHH pabdotHuka ['B/10Y
Ne 85 mommymmennoro 10 06paboTKu Takoi HHGOPMAITUH.

PazmMerienue TeXHUYECKUX CpPeACTB BbiBoga HHGopmauuu B mnomemeHusx ['BJOY Ne
85mpon3BOAUTCS C Y4ETOM HCKIIOUEHHUS BO3MOXHOCTH BH3YaIbHOTO TPOCMOTpa HH(POPMALUU
MIOCTOPOHHUMM JIMLIaMU ¥ pabOTHUKAMHU, HE TOMYIIEHHBIM K paboTe ¢ JaHHON nH(opManuen.

Texnuyeckue CpeacTBa MOJMKHBI pa3MelmaThbCsl M XPAHUTHCS TaKUM O0pa3oM, YTOOBI
COKpAaTUTh BO3MOKHBIM PUCK OBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O IOCTYTIA.

Texnun4yeckoe o0cykuBanue 000py10BaAHUS

Texunueckue cpeacrsa ['BJIOY Ne 85 nomkHbl NPOXOAUTH HAa PETYISIPHOW OCHOBE
CEepBUCHOE OOCTYXKMBaHHE B COOTBETCTBUH C PEKOMEHIAIIMSIMUA TIPOU3BOJUTENECH 000py/J0BaHUSI.

PemMoHT u cepBucHOe o0OcioyKuBaHHE OOOPYIOBaHUS JOJKHBI BBIIOJIHATHCS TOJIBKO
KBaNU(UIIMPOBAHHBIMH CIICIIUATTCTAMHU.

Texunueckoe oOcTy)XuBaHHE O0OOpPYNOBaHUS CTOPOHHUMH OpraHU3alMsIMUA HE JOJDKHO
MIPUBOJUTH K PUCKY HAapYIIEHUS KOH(DUIEHIIMAIbHOCTH 3aIMIaeMOol HH(OpMaLUu.

B3anmoneiictBue ¢ TpeTbUMM JIUIIAMHA

B nensix obecnieuenust nnpopmanmonnoit 6ezomacuoctu I'BJIOY Ne 85 mpu B3aumoneicTBun
C TPETHUMHU JIMLIAMU JI0JIKHO BBIIOJIHATH CIEIYIOIINE MEPOIIPUATHS TO:

3aKJIIOUEHUIO0 COTJIAllleHUusT O Hepas3riameHud HWH(OpManuu OrpaHM4YeHHOro JIOCTyMa
MOJTyYEHHOW B XOJ1€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTENBCTB,;

OCYILIECTBJICHUIO KOHTPOJSI 3a JEHCTBUSIMU IPEACTABUTEIEH KOHTPAareHTOB B Mpeiesiax
KoHTposnupyemoit 30Hb1 ['B/IOY Ne 85.

YnpasJ/ieHue ;KH3HEHHbIM IUKJIOM HH(OPMALIMOHHBIX CHCTEM



Mepornpusatusi B Tipoliecce >XKH3HEHHOro Iukia wHpopMamuoHHbix cucreM ['BJIOY Ne 85
JOJKHBI OBITH HAampaBleHbl Ha oOecredyeHue 3aluThl MHGOpMalMHu TMPH BBOJAE B JCHCTBHE,
JKCILTyaTalllK, COIPOBOXKACHUH U MOJIEPHU3ALIMH, BEIBOJA U3 DKCILUTyaTalluH.

OcHoBaHueM IIpu pa3paboTke HH(OPMALMOHHBIX CHCTEM JOJDKHBI SIBISITHCS PELICHUS
OpUHATBIE Ha CTaauu (GOpPMHUpPOBaHUS TpeOOBaHUMU, cojepxkaliue TpeOOBaHHS B TOM YHCIIE
0 CHCTEME 3aIUThl HHPOPMAIUH.

JIro60e miaHupyeMoe K BHEIPEHUIO U3MEHEHNE UHPOPMALIMIOHHOW CUCTEMBI IIPEIBAPUTEIILHO
JOMKHO  OBITh  MPOAHATU3UPOBAHO HAa  COBMECTUMOCTh M OTCYTCTBHE  HapyIICHUU
paboTOCTIOCOOHOCTH CHCTEMHBIX KOMITOHEHTOB B TOM YHCJIE CPEJICTB 3alUTHl HH(POpMAIIH.

Paborsl mo wmonepHU3anuu WH(OOPMAIMOHHOW CHCTEMBI, B TOM 4YHCIE II0 YCTaHOBKE
MIPOrpaMMHOTr0 o0ecrieueHus: 1 OOHOBJICHH, TOHKHBI POBOJUTHCS B Hepabouee BpeMs WM BpeMs
HauMeEHbIIIeH pabodeil Harpy3Ku.

[Ipu BBIBOmE W3 OKCIUTyaTallMd WH(POPMAIIMOHHBIX CHCTEM JIOJDKHO OOECTIeYMBATHCS
rapaHTUPOBAaHHOE yJalieHne 00pabaTbiBaeMOM 1 XpaHUMOM B HUX MH(QOPMALIUU C UCTIONb30BAaHHEM
CPEICTB TapaHTHUPOBAHHOT'O YHUUYTOXKEHUS WH(GOpMAIUU WU MyTeM (PU3HYECKOro YHUUYTOXKEHUS
HOCcHUTeNeH nHpopMaIi.

Bce mpouenypsl obecriedeHust 3anuthl mHPopManuu, ycraHoBieHHble B ['BJIOY Ne 85
B OTHOIICHMH WH(POPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBIMONHATHCS U KOHTPOIHMPOBATHCA
OTBETCTBEHHBIMH JIUIIAMH 332 OPTaHU3aLUI0 PA0OT IO 3aIuTe WH(OPMALIUH.

KoHTposs n1ocTyna Kk MH(pOpMaIMOHHBIM CHCTEMaM

Bce paborauxku I'BJIOY Ne 85, momymieHHble K paboTe ¢ MH()OPMAIMOHHBIMU CHCTEMaMHU
HECYT TEpPCOHAIBHYIO OTBETCTBEHHOCTh 3a HApYyIICHHs YCTaHOBJIEHHOI'O TIOpsaKa 00pabOTKU
nHpopmanuu.

VYpoBeHb monHoMouuii monb3oBarens B nHpopmannonHou cucreme 'BJJOY Ne 85 nmomxen
OIIPEIEINIATHCS B COOTBETCTBUU C €TI0 JOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

Hoctyn monb3oBareneit k wuHbopmanuoHHeiM cuctemam ['BJIOY  No 85  momxen
KOHTPOJIMPOBATHCA aIMUHUCTPATOPOM UH(POPMALIMOHHOM CUCTEMBI.

OcylliecTBIEHHE PETYISIPHOIO KOHTPOJISI BBIOJIHEHUS! OPTaHU3ALMOHHO-PACIIOPSIAUTENbHBIX
JOKYMEHTOB, KacarollMXCs periaMeHtanuu jomycka paborHukoB ['BOY Ne 85 «k
UH(GOPMAIITOHHBIM CUCTEMAaM.

HNpentuduranus v ayrTeHTH(PUKALMS

Joctyn monb3oBateneil K WH()OPMAIIMOHHBIM CHCTEMaM JOJHKEH IMPEAOCTaBIATHCS TOIBKO
MOCyIe YCHENIHOr0 3aBepIICHUs UACHTU(PUKAIIUH, ayTEHTH(PUKAIIUH.

[lony4yeHue mnosnp30BaTeieM HMMEHUM B HMH(OPMAIIMOHHON CHUCTEME U Mapois, KOTOpbIe
o0ecreunBaroT JOCTYN K HHPOPMALMOHHON CUCTEME, JIOJKHO OCYIIECTBIISATHCS MO MPEICTaBICHUIO
PYKOBOJIHUTENS CTPYKTYPHOI'O ITOAPA3IEICHUS.

YupasJjieHue 10CTYIIOM

B T'BJIOY Ne 85 mOmMKHO OCYIIECTBIATHCS YIPABICHHUE IIOCTYIIOM K WH(MOPMAIMOHHON
CUCTEME IOCPEACTBOM pealu3alii HEOOXOIMMBIX METOAOB, THUIIOB M MpaBWJI pa3TpaHUUYECHUS
JocTyna monbp3oBatensM uHpopmannonHou cucrembl 'BJIOY Ne 85. B Tom umcrne obecneden
3alIUIIEHHBIN yIAJIEHHBIH JOCTYNl CyOBEKTOB JOCTyNMa K OOBEKTaM JIOCTyNa 4Yepe3 BHEUIHHE
MH(}OpMaIMOHHO-TEIEKOMMYHUKAI[UOHHBIE CETH.

Be3onacHocTh npu padoTe ¢ HOCHUTEJIAMHI HH(POPMALMHA

Paborauku I'BJIOY Ne 85 momkHBI MCHOIB30BATH TOJIBKO YYTEHHBIE CHEMHbBIE MAIIMHHBIC
HOCHUTENIM WH(OpMAIUU JJIs BBIIOJIHEHHS CBOUX JOJDKHOCTHBIX 00si3aHHOCTEH. Mcmonp3oBaHme
ChEMHBIX MAIIMHHBIX HocuTene napopmanuu B 'BJIOY Ne 85 B HHBIX 1IEISAX CTPOTO 3aIpeIIeHoO.

CreMHbIC MAIIMHHBIE HOCUTENN WH(GOPMAIUHU JOJDKHBI XPAHUTCS B ONleYaThIBaeMbIX mIKadax,
B [TIOMEIIEHUSIX B KOTOPBIX IPeIycMOTpeHa 00paboTka HHPOpMAIMU OrPaHUYEHHOT O 10CTYIIA.

B ciydae kpaku WM MOTEpU CHbEMHOI'O MAIIMHHOTO HOCUTENs MH(GOpMAINH, a TaKKe WHBIX
WHIUJCHTOB, KOTOPbIE MOTYT NPHUBECTH K HAPYIICHHIO CBOWCTB HMH(OPMAIMH OTPAHUYEHHOTO
JOCTYIIA, JOKHBI IPOBOIUTHCS MEPOIPUSITHS 110 PACCIIEOBAHUIO TAKUX HHIIUACHTOB.



IIpu BBIBOJE M3 3KCIUTyaTallMM ChbEMHOIO MAIIMHHOIO HOCUTENS MH(POpMalLUH, BCE JaHHBIE,
XpaHs;IIUecs: Ha HeM, JOJDKHBI OBbITh YAAJEeHbl ONPEIEICHHON KoMHCcHel M3 yuciaa pabOTHHKOB,
CPEACTBOM rapaHTHPOBAHHOI'O YHUUYTOXKEHUS HHPOPMALIUH.

@akT YHUUTOXKEHHUA HUH(POpPMAIMM Ha CBHEMHOM MAIIMHHOM HOCHUTeNle UH(pOopMaIuu
¢ukcupyercs B akre 00 YHHUYTOXKEHUM HHPOPMALUU CO CHEMHOTO MAIIMHHOIO HOCUTENs
nH(pOpMaLIUH.

Perncrpanus codbITHit

B T'BAOY No 85 nmomkHa OCYIIECTBIATHCS PETHCTPAIMA COOBITHH O€30macHOCTH
Ha Bcex KomIoHeHTax HMHpopmarmonHbix cucteM ['BJIOY Ne 85, B koTopbix oOpabarbiBaeTcs
3amuniaeMast uHGopMaIus.

AHTHBHUPYCHAS 3alIIUTA

B nensax oOHapyxeHust U ycTpaHeHus: BpedoHOCHbIX mporpamMm B I'BJIOY Ne 85 nomxHsl
HCIIOJIb30BAThCS CPEJICTBA AHTUBUPYCHOM 3alllMThl HH(POPMAaLIUH.

OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alUThl HMH(OpMaIMM TOJKHA
nojuiexars Jro6as uHpopMmanus (TeKCToBble (ailinbl 00BIX (GopmaroB, (aiiasl JAaHHBIX,
ucHojHseMble (ailsibl), moiaydyaemas W IepefaBaemasl MO JIOKAIbHOW BBIYMCINUTENBHOM CETU
B TOM YHUCIE€ U CETAM OOLIero Moib30BaHUA, a TaKkke HH(pOpMalMs, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEISAX HH(OPMAIIHH.

[Ipu ycTaHOBKE MPOrpaMMHOIO oOOecreueHUs] MM ero OOHOBJICHHMS Ha CEBEpHOE
000pyZOBaHUE JIOJDKHA aBTOMAaTMUYECKH BBIIOJIHATBHCA IIPEJBApUTENIbHAs IPOBEPKA JIAHHOI'O
IIPOrpaMMHOT0 00ecIieYeHHsl Ha OTCYTCTBHE BPEIOHOCHOIO MPOrPaMMHOI0 00eCTIeUEeHHUS.

OOHoBnenne 6a3 cUrHATyp A CPEACTBA AHTUBHUPYCHOHM 3aIlUTHl MH(POPMAIUHU JOJKHBI
OOHOBIIATHCS €XKETHEBHO.

[Tonp30BaTenu oe3 IIpaB aZMMHHCTpATOpPa UH(pOpPMAaIMOHHON CUCTEMBI
I'BAIOY Ne 85 He MOMKHBI HMETh BO3MOXKHOCTH TIONYYEHHs JOCTyNma K KOH(UTypanuu
AHTUBUPYCHOI'O CPEJICTBA 3AILMUTHI UJIK €r0 OTKIIIOUYEHUS.

KoHTpos1b 3a1MIeHHOCTH NEPCOHAIBHBIX JAHHBIX

B mensx MCKIIIOYEHMs HKCIUTyaTallUM YA3BHUMOCTEH MPOrpaMMHOI0 00ecHeueHHs JOKHBI
MPOBOIUTCS PAa0OTHI 1O BBIABICHUIO, AHATU3Y YSI3BUMOCTEH HH(POPMAIIMOHHONH CHCTEMBI
U OIEpPaTHBHOE YCTPAHEHHWE BHOBb BBIABICHHBIX YSA3BUMOCTE. B TOM umcne opranusanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHHMS MPOTPAMMHOI0O OOECIIEUEHHUs] BKIJIIOYAsl CPEACTB 3allUThI
nH(pOpPMaLIUH.

Hcnonb30BaHue NPOrpaMMHOI0 odecredyeHust

Bri6op nmporpammuoro obecriedenus it npousBoAcTBeHHBIX HYXJ ['BAIOY Ne 85 momxen
IIPOU3BOANUTHCS B INPUOPUTETE K OTCYECTBEHHOMY, BHECEHHOrO B EJWHBIA peecTp pPOCCHUCKUX
IIpOrpaMM JUis JIEKTPOHHBIX BBIYMCIMUTENBHBIX MAallMH M 0a3 JaHHBIX. B ciydae orcyrcrBus
aHasiora B EMMHOM peecTpe pOCCHHCKHUX MPOrpaMMm JUlsl 3JEKTPOHHBIX BBIYMCIUTENBHBIX MallliH
n 0a3 JaHHBIX JIONYCKAeTCsl HCIOJb30BaTh IPOrPaMMHOr0 0OecrnedyeHue HUMIIOPTHOIO
MIPOU3BOJICTBA.

Hcnonb30BaHue cpeacTB KPUNTOrpauueckou 3amuThl HHGOpMAu

Obecneuenne 3amuThl HHGOPMALIUK OTPAHHUYEHHOTO JOCTYIA OT PACKPBITHS, MOJU(PHUKAIINN
YW HaBs3bIBaHUS (BBOJA JIOKHOM HWH(OpManuu) mpu ee mnepenade (MOATOTOBKE K Ieperade)
[0 KaHajaM CBsI3M, MMEIOIIMM BBIXOJA 3a Mpejaeibl KOHTPOJIMPYEMOH 30HBI oOOecreyrBaeTcs
MPUMEHEHHEM CPEICTB KpUNTorpaduyeckoit 3amuThl HTHPOPMAIUH.

[Ipnobperenne cpeacts kpunrorpapuueckor 3aummthl uHGopmanuu ['BJJOY Ne 85
OCYILIECTBIISIETCSI HA OCHOBAaHUM JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOIIUMU JIEHCTBYIOILYIO
muensuo @Chb Poccum Ha ocyliecTBieHUE JEATENBHOCTH 10 pa3paboTke, MPOU3BOACTBY,
pacrpocTpaHeHHIO MH(POBATBHBIX (KPUNTOrpapUUECcKUuX) CPEICTB, WHPOPMALMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(PPOBAIBHBIX
(kpunTorpadMUECKuX) CPEIACTB, BBHINOJIHEHUIO paboT, OKa3aHMIO YCIYr B O0JAcTH MIU(POBaHUA
WH(POPMALIUU, TEXHUYECKOMY OOCIY)KUBAHHIO MH(PPOBATBHBIX (KpUOTOrpapuuecKux) CpeCTB,
MH(POPMALMOHHBIX CUCTEM U TE€JIEKOMMYHUKALMOHHBIX CHUCTEM, 3AILHUIIEHHBIX C MCIOIb30BAaHUEM
mH(poBaIbHBIX (KpUNTOrpaguuecknx) CpeAcTB (3a HMCKIIOYEHHUEM Cllydas, €ClId TEeXHUYECKOe



oOcinykuBaHue MHUGPOBAIBHBIX (KpUOTOrpapuUYeCcKux) CpelacTB, HHPOPMAIMOHHBIX CHCTEM
U TEJCKOMMYHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C UCIOJb30BaHUEM MIM(POBAIbHBIX
(kpunTorpaMUEeCKUX) CPENCTB, OCYLIECTBISETCS Uil oOecredeHUs COOCTBEHHBIX HYX]
IOPUINYIECKOTO JIMIA WA UHANBUYAIEHOT'O IPEIPUHUMATEIIS).

B nmenax opramusanuu M oOecrnieueHMM TIepefauyd HMHQPOpPMAlUM 10 KaHajaM CBS3U
C HUCHOJIb30BAHUEM CPEJICTB KPUNTOrpapuuecKor 3aluThl MHPOPMAIIMU, a TAKXKE BBITTOTHEHUS
nuneH3uoHHbix TpeboBanuit ®CBb Poccun B I'BJIOY Ne 85 nmomxen ObIThb co3maH oprax
KpUHTOrpaduyeckoi 3auuThl.

[Topransubie pemenus ['BJIOY Ne 85 ¢ BO3MOXKHOCTBIO JOCTyma ¢ ceTeil oOIero
MOJIb30BAHUS JIOJDKHBI B TIPUOPUTETE pa3padaThIBATHCS C OpraHU3alMell 3allMIICeHHOr0 KaHala
rocpenctBoM mpotokoia TLS ¢ momnepxkkoit anropurmoB ['OCT 34.10.

Hcnonb3oBanue 3JIEKTPOHHOM MOYThI

DneKTpoHHas moyTa AoiKHa ucnoib3oBaThes B ['BJIOY Ne 85 ¢ nenbro opranuzanuu oOMeHa
9JICKTPOHHBIMU ~ COOOIICHUSIMA  MEXIy paOOTHHKaMH © CyObeKTaMu HWH(OpPMAIMOHHON
6e30MacHOCTH.

IIpu mcronb30BaHUM IIEKTPOHHOM MOYTHI 3aIIPEIACTCS:

oOMeH nH(popMaIlHuen IJis Cay)KeOHOT0 TOJIb30BaHUs, a Takke MH(MOpMaIueli orpaHuYeHHOT O
JOCTYIa;

MPEIOCTABIICHUE JIOCTYIA K 3JICKTPOHHOM MOYTE C MCIOJb30BAHUEM JAaHHBIX CBOEH YYETHOU
3aIlUCH TPETHUM JIMLAM;

MyOJIMKAIUsl CBOErO CIY)KEOHOIo ajpeca 3JIEKTPOHHOW IMOYTHI B 3JEKTPOHHBIX KaTajorax,
Ha TOMCKOBBIX MAallMHAX W JAPYrHX pecypcax cetu HMHTepHeT B IensX, HE CBA3aHHBIX C
WCTIOJTHEHUEM CBOMX JIOJDKHOCTHBIX 00S13aHHOCTEHH;

MOJMKCKA MO AJIEKTPOHHOM MOYTe Ha Pa3jIM4Hble PEKJIAMHbIE MAaTEpUaIbl, JTUCThl PACCHUIKH,
9JIEKTPOHHBIE JKypHAJIbl U T.A., HE CBSA3aHHBIC C BBHIMOJHEHHEM IMOJb30BATENEM OKHOCTHBIX
00s13aHHOCTEMN;

OTKpBITHE (3allyCK Ha BBIOJHEHHE) (ailyIoB, MONYYEHHBIX IO 3JIEKTPOHHOW IOuTe
WM U3 pecypcoB cetu HMHTepHeT, Oe3 mNpeABapUTEIbHONM MPOBEPKU HMX AHTUBUPYCHBIM
[IPOrPaMMHBIM 00€CTIEYEHUEM.

Padora B ceTsix 00111€ro MOJIL30BAHUSA

I'BIOY Ne 85 ocraBiser 3a co0oil mpaBo OJOKMPOBATH HJIM OrPAaHUYUBATH JOCTYII
pabOTHHUKAaM K CeTSIM CBSI3M OOILNEro IOJIb30BaHMs, B TOM 4YHCIE ceTh VHTepHeT, comepikaHue
KOTOpBIX HE HMMEET OTHOLIEHHsS K WCIOJHEHUIO JOJDKHOCTHBIX OOf3aHHOCTEH, a Takke K
MH(GOPMALMOHHBIM ~ pecypcaM, COJEpXKaHHE€ W HANpaBICHHOCTh  KOTOPBIX  3alperieHbl
3aKOHOIaTeNnbCTBOM Pocculickont Penepannu.

Nudopmarusa o nocemaembix padbotaukamu ['BJIOY Ne 85 wmudopmanmoHHBIX pecypcoB
MIPOTOKOJIUPYETCS JJIsl  IMOCIEIYIOIIEero aHajuu3a M, IOpU HEOOXOJUMOCTH, MOXET ObITh
IIpe/ICTaBIeHa PYKOBOAMUTENSM CTPYKTYPHBIX MOApa3JeieHnH, a Takxke pykooautento ['BJIOY Ne
851 KOHTPOJIA.

ITpu ucnonb3oBanuu cety MHTEpHET 3anpenieHo:

ucnomab3oBaTh npegocrasiaeHHbll ' BIOY Ne 85 noctyn B cetb IHTEpHET B TMUHBIX LENSX;

WCITIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MTPOrpaMMHBIE U TPOrpaMMHO-aNIapaTHbIe CPEJICTBa,
MIO3BOJISIFOIME MTOJYYUTh HECAHKIIMOHUPOBAHHBIN 1OCTYI K ceTh VIHTepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPaCHpOCTPAHATh MaTEPUANIBl COJEp)KAIIUE HEIOCTOBEPHYIO
undopmarnuto o 'BAOY Ne 85, a taxxke panpcudunuponats cBoit [P-aapec.

Pe3epBHOE KONMPOBAHME H BOCCTAHOBJICHUE JAHHBIX

Ocy1ecTBieHne pe3epBHOr0 KOMUPOBAHUS JIOKHO OCYILIECTBIIATHCS JUISL:

nHpopMaruu  oOpabaTeiBacMOl Ha (alIOBOM cepBepe W  CepBepe MPWIOKCHUH,
MH(pOPMALIMOHHON CUCTEMBI,

paboynx MecT aAIMUHUCTPATOPOB HHPOPMAITUOHHON CHCTEMBI.

YacToTa W PEXUM PE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCS TAaKUM 00pa3oM, YTOOBI
o0ecreunTh MUHUMAJIbHYIO OTEPIO IaHHBIX U ONEPaTUBHOE BOCCTAHOBJICHHUE.



Hactpoiika pe3epBHOr0 KONUPOBaHMS M BOCCTAHOBJIEHUS PECYpCOB HH(pOPMALMOHHBIX
cucreM 'BZIOY Ne 85 nomxHbl npoBoAUTh ynoaHoMoueHHbIe paboTHukH [ BIOY Ne 85.

Pe3epBHOE  KONMpOBAaHHWE JOKHO  OCYLIECTBIISITBCSI B ABTOMAaTMYECKOM  pPEKUME
C TNPUMEHEHHEM OTEUECTBEHHOr0 CIEHUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMHPOBAHUS
C JIEHCTBYIOIIMM CEpTU(HUKATOM COOTBETCTBHsS IO TpeOOBaHMSIM O€30MacHOCTH HH(pOpMaluu
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUSI K IIPOLECCAM YIIPABJIEHUA
NHO®OPMAIIMOHHOU BE3OITACHOCTbBIO

MoHnTOpHHT HH(OPMALMOHHOM 0€30ITACHOCTH

Ha mocTosiHHON OCHOBE JOKEH MPOBOAMTHCS KOMIUIEKCHBIA aHamu3 ()yHKIMOHHPOBAHUS
uHdopmarmonHoir cucrembl ['BJIOY No 85 wm Bo3HHMKawmMX CcOOBITHH HWH(POPMAITMOHHON
6e30macHoCTH.

[Iporiecc MOHWUTOpHHTA CHCTEMBI OOecriedeHusi MH()OpMAIMOHHON 0e30MacHOCTH JOJKEH
BKJIIOYaTh B ce0s KOHTPOJb OPraHM3AIlMOHHBIX M TEXHUYECKUX Mep IO 3aluTe HHOpMaIuH,
aHaJIM3 MapaMeTpoB KOH(PHUTypaIriuu U HACTPOHUKU CPEJICTB 3Tl HH()OPMALIUH.

IIpn mpoBeneHUN KOHTPOJIBHBIX MEPONPHUATHM, CBA3AHHBIX C OLEHKOW pealu3aluu Mep
o 3amute nHpopmaruu B '6JIOY Ne 85, ymonHoOMo4YeHHBIE paOOTHUKHU JTOJKHBI IIPUIEPKUBATHCS
CJIEYIOIUX IPUHLIUIIOB:

He HapymaTh GpyHkimonupoanue aesarensHoctd [ BOY Ne §85;

JEICTBOBAaTh B COOTBETCTBHM C YTBEPKICHHBIMH OPraHU3alMOHHO-PACIIOPSAIUTEIbHBIMU
nokymeHntamu ['BJIOY Ne 85 no 3amure nndopmanmu;

HE CKpBIBATh (aKThl BBISBICHHBIX COOBITHHI MH(OPMAIIMOHHOH 6€30MaCHOCTH;

ohOopMIIATH OTYETHI, MOATBEPKJAIOIINE BBHIOTHEHHE MEPOIIPUATHUH MO 3alUTe UHPOPMALIIH.

Nudopmarus, mnomydyeHHas B XOA€ TMPOBEACHUS KOHTPOJIHPYIOIIUX  MEPOIPHUITHIMA
0 NIeHCTBHSAX, COOBITHSAX M MapamMeTpax, MMEIOIIMX OTHOIICHHE K pealu3allud Mep MO 3alluTe
nHpopMaluy, TOHKHA KOHCOIUAMPOBATHCS UM XPAHUTHCS B MECTax, MCKIIOYAIOMIMX IOJTy4YEHHE
K Hel HECAaHKIIMOHUPOBAHHOIO 10CTYIIA.

MOHUTOPUHT JTAaHHBIX O 3apErUCTPUPOBAHHBIX COOBITUAX HMH(OPMAIIMOHHOM O€301macHOCTH
JIOJKEH MPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA WHLUJEHTOB
UH(GOPMAIIMOHHON 0€30MacHOCTH HMIJIM BCTPOCHHBIX MEXAaHH3MOB HACTPOWKH U ayAuTa COOBITUI
B MPOrPaMMHBIX M MPOTPAMMHO-ANNAPATHBIX CPEJCTBAX, HCIONB3YeMbIX B HH(DOPMAIIMOHHOM
unopactpykrype [BJIOY Ne §85.

YnpasjieHue pucKkamMmu

OmnpeneneHue BHYTPEHHMX TpeOOBaHUHM MO 3amuTe MH(OpPMALMH, JOHKHBI OCHOBBIBATHCS
Ha pe3yjibTaTax MPOBEACHHS aHallM3a PUCKOB HAPYIIEHHs OCHOBHBIX CBOWCTB 0€30IaCHOCTH
11t nHGopManroHHbIX pecypcoB ['BJIOY Ne 85.

OCHOBO OIIEHKH PUCKOB JIOJKHA OBITh OILIEHKA YCIOBHH M ()aKTOPOB, KOTOPhIE MOT'YT CTaTh
NPUYHHON HapYIISHUS ETIOCTHOCTH, KOH(UACHIIUATIEHOCTH U JOCTYITHOCTH JIJIsl MH(POPMAaIlMOHHBIX
pecypcoB I'BJIOY Ne 85.

Pesynbprarom mpoBeleHHS aHalIKM3a PUCKOB JOJDKEH ObITh pa3pabOTaHHBIN KOMILIEKC Mep,
HaIpPaBJIECHHBIX Ha CHUKCHHE BO3MO)XHOI'O HEraTHBHOI'O BJIMSHUS Ha OCHOBHYIO JESTENBbHOCTD
I'BJAOY No 85 mnpu peanmmzanud TOH WIM HMHOM yrpo3bl 0Oe30macHOCTH HWHGOpMAUu |
00eCreunBaOIIUX B JalbHEHUIIEM JOCTAaTOYHBIA YPOBEHb 3alUIIEHHOCTH WH()OPMAIMOHHBIX
cucteM 'BZIOY Ne 85.

YnpasiieHue HHUHMIEHTAMH HHGOPMALMOHHOI 6€301aCHOCTH

Jlnsa obecnieuenus 3¢ hekTUBHOTO pa3penieHus: HHIIUAEHTOB HHPOPMAIIMOHHONM 6€30MacHOCTH
B I'BJIOY Ne 85, MuHMMM3auu NOTEPb U YMEHBIIEHHS PUCKA BO3HUKHOBEHMS IIOBTOPHBIX
WHUUJEHTOB  JIOJDKHO ~ OCYHIECTBJIATHCA  YINpaBiI€HUE  HMHUUJACHTAMU  MH(OPMAIMOHHOMN
0€30I1aCHOCTH.

Jlis ynpaBieHUss MHIUACHTaMH WH(OPMAIMOHHOW O€30MacHOCTH JOJKHA OBITH CO37aHa
ciry’kOa MOHUTOPHHTA W PEarMpOBaHUsI HA WHIUACHTH MHPOPMAIIMOHHOW 0E€30MacHOCTH, KOTOpast
IIOCPE/ICTBOM KOMIUIEKCA CPEICTB U MEpONpUSATUN Juis cOopa M KOHCOMUIAIMU HHGOpMaIuu



00 MHIMJAEHTaX pellaeT JaHHYI0 3aJady. B OTHOIIEHMM Ka)XXJAO0ro MpOM3OLIEIIIEr0 MHIUACHTA
paboTHHKaMH U3 CIY)KObI MOHMTOPUHTAa W pEarupoBaHHs HA HHIMICHTH HHPOPMAIIMOHHON
0€30IacHOCTHU JIOJDKEH BBIMOJHATHCS €r0 aHajiu3, U pa3paboTka 3((PEKTUBHBIX MEp pearupoBaHUs
Ha JaHHBIA UHITUICHT.

AyauT cuctemMbl o0ecniedeHusi HH(POPMAITMOHHOI 0€3011ACHOCTH

B mensx omeHku Tekymero ypoBHs uH(popmarmonHod OezomacHoctu I'BAOY Ne 85 na
PEryispHOI OCHOBE JOJKEH MPOBOJUTHCS ayAUT MH(OPMALMOHHON 0€3011aCHOCTH.

BayTpennue ayauThl TODKHBI BBITOMHATECS padoTHukamu ['BJIOY Ne 85. B uymcno 3amau,
pelaeMbIX Py MPOBEICHUN BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHONM 0€30MacHOCTH, BXOMST:

cOOp W aHaAM3 UCXOAHBIX JTaHHBIX 00 OpPraHW3AMHOHHOW M (PYHKIIMOHAIBHOH CTPYKTYpe
MH(OPMAIIMOHHBIX CUCTEM, HEOOXOAUMBIX JUIS OLIEHKU COCTOSIHHSI CUCTEMBI 3alllUThl HH(OpMalnu;

aHAIM3 YTBEP)KJICHHBIX OPraHU3alUOHHO-PACIIOPSIUTEIBHBIX JOKYMEHTOB 110 3alllUTE
nH(OpMAIMU Ha MPEAMET UX MOJHOTH B dPPEKTUBHOCTH, a TaKke (OPMUPOBAHHUE PEKOMEHIAIIHIA
10 MX TOpaOOTKe MM pa3pabOTKU HOBBIX;

obocHoBaHUE (MHAHCOBOW 3()(PEKTUBHOCTH BHOBBH IPHOOPETAEMBIX CPEACTB 3allUTHI
uH(popManuy,

MpOBEpKa TMpaBUJIBHOCTH BbhIOOpA U  HACTPOWKH CPEACTB  3alMTHl  HMH(OpMaLuu,
(hopMupoBaHUe MPEIT0KEHUI IO UCMOIB30BAHUIO UMEIOIIMXCS CPECTB 3alIUThI MH(DOpMAITUU IS
TIOBBIIIICHUS YPOBHS HAJEKHOCTH B Oe30macHOCTH nHpopMannoHHbIX cucteM [ BIOY Ne 85;

aHaJIu3 OTYETOB IO MPOU3OMICIINIMM HWHUUJACHTaM HWHGOPMAIMOHHON 0e30MacHOCTH
Y IPUHSITHIM MepaM I10 X Pa3pelieHuIo.

IHoBbIIeHNE 0CBEIOMICHHOCTH PA0OTHUKOB

B pamkax opraHuzanMy KOMIUIEKCHOTO TPOTHUBOJEHCTBUS yrpo3aM 0€30IacHOCTH
nHpopmaruu, ucxomsmuM oT pabotHukoB ['BJIOY Ne 85 nmomkHa MOCTOSHHO TIOBBIMIATHCS
UX OCBEJJOMJICHHOCTb B OOJIACTH 3aLIUTHI HH(OpMAITUH.

[ToBbrmienne ocBenomiueHHocTr padboTHUKOB ['BJIOY Ne 85 ocymecTBusiercs:

no cymectBytomuM B 'BJIOY Ne 85 opranuzanuoHHO-paciopsiANTEIBHBIM JOKYMEHTaM

no npuMensieMbiM B [ BZIOY Ne 85 mepam 3amutsl nnpopmanuu,

IO MTPaBUIIBHOMY HCITOJIb30BAHUIO CPEJICTB 3aIUTHI HHPOPMAIIHH.

7 3AKJIIOYEHHUE

[Ipu wm3MeHeHMH JAEHCTBYIOIEro 3aKOoHOAaTenbcTBa Poccuiickoit ®exepauuu B obiactu
3aIUTHl HHPOPMAIIMHU, a TAaKKE OPraHU3alUOHHO-pACTIOpSAUTENbHBIX JoKyMeHTOB ' BJIOY Ne 85
Hacrosmas [lonuTuka U M3MEHEHMs K HEl NPUMEHSIOTCS B 4YacTH, HE MPOTHBOpEYalleil BHOBb
MPUHATHIM 3aKOHOAATENbHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TAKK€ BHYTPEHHUM JOKYMEHTam
I'BAOY Ne 85.

Bce TpeGoBaHMs, yCTaHOBJICHHBIC JCHCTBYIOIIMM 3aKOHOAATEIBCTBOM Poccuiickoi
®denepanny, NOJ3aKOHHBIMM aKTaMU M JIOTOBOPHBIMHM OTHOLIEHMSAMHM, a Takke noaxon I'BIAOY
Ne 85 k obecrieyeHMIO COOTBETCTBUS 3TUM TpPEeOOBAHMSM JOJDKHBI OBITH SIBHBIM 00pa3oMm
OIpEeENEeHBbl, JOKYMEHTUPOBAHBI U NTOJIJIEPKUBATHCS B AKTYAJIbHOM COCTOSIHHH.

I'BAOY Ne 85 B mNpUOPUTETHOM HANpPABICHUM JIOJDKEH paccMaTpUBAThCA IEPEXO
a IpOrpaMMHOr0 0OEeCeUeHNEe OTEUYECTBEHHOIO MPOU3BOAMUTENS, BKJIIOUEHHOTO B €UHBIA PEECTp
POCCHUHCKHUX IPOTrpaMM Ui JEKTPOHHBIX BBIYUCIUTEIbHBIX MalllMH U 0a3 AaHHbIX. B Tom uucie
M0 YacTH CEPBEPHOro, KOMMYTAIIMOHHOTO OOOPYAOBaHMS M MPOTrPaMMHO-AIMapaTHBIX CPEICTB
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUICKON PaarO3IEKTPOHHON IPOLYKIIMH.

[lepecmoTp W BHeCeHME M3MEHEHHWM B HAcTOAMYHO [lOMUTHKY OCYHIECTBIISIIOTCS
Ha [epUOJIMYECKON U BHEIJIAHOBOM OCHOBE.
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TEXHOJIOTHSX U O 3alUTe HHPOPMALIUN.
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pacrpocTpaHeHHIO MH(POBATBHBIX (KPUITOrpagUUECKUX) CPeACcTB, MH()OPMAIIMOHHBIX CHCTEM
U TEIEKOMMYHHKAIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IIU(POBATBHBIX
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CBSI3U C HCIOJB30BAHUEM CPEICTB KPUNTOrpapuuecKoi 3aumuThl HHOOpMALUK C OrPaHUYCHHBIM
JOCTYIIOM, HE COIEpKAIIeii CBeICHNH, COCTABIISIONINX TOCYIaPCTBEHHYIO TAHY».
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uH(pOpMaLMK, HE COCTABJIIOLICH TOCYIapCTBEHHYIO TaifHy, COAEp Kallelcsi B TI'OCYAapCTBEHHBIX
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npu ux 00paboTKe B WH(OPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JAHHBIX C HCIOIb30BAHUEM
cpencTB  KpunTorpaduyeckol 3ammThl  MHGOpMAalMK, HEOOXOAMMBIX JJS  BBIIOJHEHHS
ycranoBieHHbIX [IpaButenbctBoM Poccuiickoit Denepanuu TpeOOBaHMA K 3alUTE MMEPCOHATBHBIX
JTAHHBIX
JUTS KaXKJI0TO U3 YPOBHEH 3alIUIIICHHOCTI.

10 TOCT P 51624-2000 «3ammra wuHGOpMaUU. ABTOMAaTU3UPOBAHHBIE CHUCTEMBbI
B 3alllMIIIEHHOM HcnonHeHnu. Oo1ue TpeOoBaHus .

11 TOCT P 51898-2002 «AcmnekTsl O6e3omacHocTH. [IpaBuia BKIIFOUSHHS B CTAHIAPTHD.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHGOpMauu. OCHOBHBIE TEPMHUHBI
1 OTIPENICIICHUSD).

13 T'OCT P UCO/MBK 27001-2006 «1upopManinoHHas TeXHOIOTHUs. MeTopl U CpeIcTBa
6e3onacHocTu. CUCTEMBI MEHEDKMEHTa HH(OpMaIIMOHHOH Oe3omacHocTH. TpeGoBaHus.

14 TOCT P 50922-2006 «3ammra napopmarii. OCHOBHBIC TEPMHHBI U OITPEICIICHUS.

15 TOCT P 51275-2006 <«3ammura uHbopmanuu. OObekt uHpopmaTuzanmu. DakTopsl,
BO3/IeHCTBYIOIIME HA MH(OopMaIio. OOIIMe MOI0KEHUS.

16 TOCT P HUCO/M3K TO 13335-5-2006 «WHu(popmanmoHHass TEXHOIOTHs. MeTopl
U cpencTBa obecriedeHus Oe3omacHocTd. YacTh 5. PyKoBOICTBO MO MEHEMKMEHTY 0€30MacHOCTH



CeTH».

17 TOCT P HCO/TO 13569-2007 «®dunaHCOBBIE  yciayru. PexomeHnanuu
110 UH(pOPMAITMOHHO 0€30IaCHOCTIY.

18 TOCT P UCO/MDBK 27005-2010 «MubopMaimoHHass TeXHOIOTHS. METOIbI U CpeCTBa
obecnieueHust 6e30macHOCTH. MEHEPKMEHT prUcKa HH(POPMaIMOHHON 0€30I1acHOCTI .

19 T'OCT P UCO/MDBK 27004-2021 «MupopmanronHast TeXxHOIOrUsl. METOABI U CpeACTBa
obecrnieueHusi OezonmacHocTH. MeHeKMEHT HH(OpMalMOHHON 0Oe30macHOCTH. MOHUTOPUHT,
OIICHKA 3aIIUIIEHHOCTH, aHAJIN3 U OLICHUBAHUEY.

20 TOCT P 51897-2021 «MenemxmeHT prcka. TepMHHBI U OTIPEICICHUSD.
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